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OWASP Top 10 Mobile Risks

OWASP Top 10 Mobile Risks

M1 - Insecure Data Storage A ZEERBEERABIR

M2 - Weak Server Side Controlsfal Ak 28 im % = % Hil e 59

M3 - Insufficient Transport Layer ProtectionfB#i[ERELE

M4 -Client Side InjectionFABlmE AZIE

M5 - Poor Authorization and Authentication£ 53 ki bll B 5% HE 1 il A Ex

M6 - Improper Session Handling E#RFEERZIEAE S

M7 - Security Decisions Via Untrusted Inputs¥iit A= {5 E 8 A KIFERIEEE &
M8 - Side Channel Data Leakageflli@ERIE M H iR

M9 - Broken Cryptography MZ7 AR EiEI KL

=~

M10 - Sensitive Information Disclosure BUKE N E



f7t: ENISA BESF T KE R

1Data leakage resulting from High
device loss or theft
2Unintentional disclosure of High
data
JAttacks on decommissioned High
smartphones
4Phishing attacks Med1um
oSpyware attacks Med1ium
bNetwork Spoofing Attacks Med1um
TSurveillance attacks Med1um
8Diallerware attacks Med1um
9Financial malware attacks Med1um

10Network congestion Low


http://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-applications/smartphone-security-1/top-ten-risks/data-leakage-resulting-from-device-loss-or-theft
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-applications/smartphone-security-1/top-ten-risks/data-leakage-resulting-from-device-loss-or-theft
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-applications/smartphone-security-1/top-ten-risks/unintentional-disclosure-of-data
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-applications/smartphone-security-1/top-ten-risks/unintentional-disclosure-of-data
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-applications/smartphone-security-1/top-ten-risks/attacks-on-decommissioned-smartphones
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-applications/smartphone-security-1/top-ten-risks/attacks-on-decommissioned-smartphones
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-applications/smartphone-security-1/top-ten-risks/phishing-attacks
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-applications/smartphone-security-1/top-ten-risks/spyware-attacks
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-applications/smartphone-security-1/top-ten-risks/network-spoofing-attacks
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-applications/smartphone-security-1/top-ten-risks/surveillance-attacks
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-applications/smartphone-security-1/top-ten-risks/diallerware-attacks
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-applications/smartphone-security-1/top-ten-risks/financial-malware-attacks
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-applications/smartphone-security-1/top-ten-risks/network-congestion

OWASP TOP 10 - 2010

OWASP TOP 10 - 2013 (New) RC1

Al-F AEE (Injection)

Al-F ALZE (Injection)

A3-KYERFEEIE AR EIE (Broken

A2-KRUN B 7 ErE BE AR ETE (Broken
ntication.and Session Manageme

A2-ES I A X 28 (Cross-Site Scripting, XSS)

A3-ES UL A 2 (Cross-Site Scripting, XSS)

A4-AZ 21422 (Insecure Direct Object
References)

Ad-ARZ 24 2£%E (Insecure Direct Object
References)

A6- 2L ZHERERE (Security
Misconfiguration)

AS5-AEZLZHEFRE (Security
Misconfiguration)

A7T-AZZHNMBERM#EF--BAIGH->
(Insecure Cryptographic Storage)

A6-BURNE 1 82 (Sensitive Data Exposure)

A8-PRHI A FEN R Y -- B K & 2013-A7>
(Failure to Restrict URL Access)

A7-tR/ D INEEAR BlIRY 7 EX S (Missing Function
Level Access Control)

A5-EIEEE K %1E (Cross-site Request Forgery,
CSRF)

A8-E LA K1A%E (Cross-site Request Forgery,
CSRF)

<[ZFNAG: ANELEHRRERE>
<buried in A6: Security Misconfigurtion>

A9-fE HEf R TH(Using Known
Vulnerable Components)

Al0-REgEEFTE 0 B #E 22 (Unvalidated
Redirects and Forwards)

AlO-REeEmEFHEMEEZ (Unvalidated
Redirects and Forwards)

A9-B#iEREMAE (Insufficient Transport
Layer Protection)
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